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SUBJECT: RESIDENTIAL SECURITY IN KUALA LUMPUR 
FOR AMBASSADOR UNDERHILL FROM SCARRITT 
REF: (A) KUALA LUMPUR 6407; (B) KUALA LUMPUR 6594 

1. RECOGNIZING THAT THE POST HAS ASKED PREVIOUSLY FOR AN 
EXTENSION OF 60 DAYS OR MORE (REF (A)), YOU ARE AUTHORIZED 
IN RESPONSE TO REF (B) TO RENEW GUARD SERVICES AT RESIDEN- 
TIAL LOCATIONS FOR 30 ADDITIONAL DAYS SUBJECT TO THE 
FOLLOWING SUGGESTED ACTION PLAN. 

2. THE REPORT OF PROGRESS IN RENDERING THE RESIDENTIAL 
PROPERTIES MORE SECURE AS REFLECTED IN REF (A) WAS SOMEWHAT 
DISAPPOINTING OR MY UNDERSTANDING OF HOW WE HOPED TO COPE 
WITH THIS PROBLEM WAS IN ERROR. I THOUGHT I UNDERSTOOD THE 
RSO HAD SOME LOCKING MECHANISMS IN HIS POSSESSION WHICH 
COULD BE INSTALLED ON THOSE PROPERTIES WITH GRILL PROTEC- 
TION AND THAT SUCH ADDITIONAL HARDWARE AS WOULD BE REQUIRED 
FOR THE PROJECT WAS READILY AVAILABLE FROM THE TECHNICAL 
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SECURITY SUPPLIES IN HONG KONG. ON THIS BASIS I ASKED THE 
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RSS TO MAKE A SEABEE AVAILABLE TO DO THIS INSTALLATION WORK. 

3. REF (A) SUGGESTS THAT THE SEABEE WAS USED PRIMARILY TO 

ASSIST IN A SURVEY OF SUBJECT PROPERTIES AND TO COMPILE 
A LIST OF NEEDED LOCKING DEVICES AND RELATED EQUIPMENT, 

THE ACQUISITION COSTS OF WHICH WOULD THEN BE CALCULATED 
AND FUNDS REQUESTED. 

4. THERE IS A BASIC PROBLEM IN THE DEPARTMENT HAVING A 
BEARING ON THIS TOTAL EFFORT. THE EVIDENCE AVAILABLE TO 
DATE, INCLUDING REPORTS OF ASCENDING RATES OF URBAN 
TERRORISM, DOES NOT BRING THESE MEASURES WITHIN THE 
PURVIEW OF THE SPECIAL ANTI-TERRORISM PROGRAMS. THUS THE 
COSTS MUST BE BORNE BY THE REGIONAL BUREAU AND SUPPORTED 
AGENCIES. THE ASSESSMENT HERE, AND CONFIRMED YESTERDAY IN 
A CONVERSATION WITH DILLON, IS THAT URBAN TERRORISM 
ACCORDING TO BEST ESTIMATES IS NOT DIRECTED AT FOREIGN 
NATIONALS BUT RATHER AGAINST THE MALAYSIAN GOVERNMENT. 
THUS THE PRIMARY THREAT WOULD APPEAR TO BE AN INCREASING 
RISK OF ROBBERIES. THE DEVLIN EXPERIENCE IS UNDERSTAND- 
ABLY DISTURBING TO MEMBERS OF YOUR STAFF AND TO US BUT 
VIEWED OBJECTIVELY IT WOULD APPEAR THAT THE PROPERTY WAS 
BASICALLY SECURE UNTIL THE MAID UNWISELY OPENED THE DOOR 
TO INTRUDERS. 

5. THE SUGGESTION OF THE SECURITY WATCH COMMITTEE TO 
ESTABLISH A SECURE AREA IN EACH RESIDENCE WHICH WOULD BAR 
ACCESS AT NIGHT TO THE BEDROOM AREAS IS SOUND AND PRAC- 
TICABLE. THE TECHNICAL SECURITY EXPERTS IN THE DEPARTMENT 
DO NOT KNOW OF ANY TYPE OF ULTRASONIC OR MICROWAVE ALARM 
WHICH COULD BE EFFECTIVELY INSTALLED IN A RESIDENCE WHERE 
CHILDREN, PETS, FLOWING CURTAINS, ETC., WOULD NOT CAUSE 

AN UNACCEPTABLE NUMBER OF FALSE ALARMS. THEY MAY BE ABLE 
TO RECOMMEND SOME LESS-SOPHISTICATED ALARM EQUIPMENT TO 
SUPPLEMENT THE GRILLS OR OTHER BARRIERS WITH EFFECTIVE 
LOCKING MECHANISMS TO PREVENT SURREPTITIOUS ENTRY INTO 
THE HOUSE. THE SECURE AREA WOULD OFFER AN ADDITIONAL 
SAFEGUARD. 
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6. THE REPORT IN REF (A) THAT 1 1 HOUSES REQUIRE FULL 
GRILLS AT AN ESTIMATED COST OF DOLS. 26,000 PRESENTS ONLY 
TWO FEASIBLE ALTERNATIVES: A) THAT THE OWNERS OF THESE 
PROPERTIES BE REQUESTED TO INSTALL APPROPRIATE BARRIERS 

IN RETURN FOR A NEGOTIATED ADJUSTMENT IN RENT TO AMORTIZE 
THE COST OF THESE NECESSARY IMPROVEMENTS, OR B) THAT THE 
EMBASSY UNDERTAKE TO TERMINATE THE LEASES AND ENTER INTO 
LEASES ON ALTERNATIVE PROPERTIES WITH THE REQUISITE 
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SECURITY FEATURES. 

7. THE AUTHORITY TO RENEW THE GUARD SERVICES FOR AN 

ADDITIONAL 30 DAYS EVIDENCES THE DEPARTMENT S CONCERN FOR 
THE WELFARE OF THE EMBASSY STAFF AND DEPENDENTS. DURING 
THIS INTERVAL. HOWEVER, IT IS ESSENTIAL THAT EVERY EFFORT 
BE MADE TO REDUCE AS PROMPTLY AS FEASIBLE THE MAGNITUDE 
OF THE GUARD SERVICE REQUIREMENT. WITH A VIEW TO OBVIATING 
THE NEED FOR GUARDS UNDER THE EXISTING THREAT. 

8. THE EMBASSY IS THEREFORE REQUESTED TO PROVIDE SOONEST 
THE FOLLOWING INFORMATION: 

A. THE TOTAL NUMBER OF RESIDENTIAL PROPERTIES INVOLVED, 
BROKEN OUT BY EMPLOYING AGENCY OF THE OCCUPANT 

B. THE NUMBER WHICH COULD BE PROPERLY SECURED BY INSTAL- 
LING THE AVAILABLE LOCKING DEVICES, INCLUDING INSTALLING 
INTERNAL DOORS TO PROVIDE THE RECOMMENDED SECURE AREAS 
FOR THE BEDROOM SPACES. (THIS WORK CAN BE DONE PROMPTLY 
USING LOCAL CONTRACTORS.) 

C. THE NUMBER OF PROPERTIES UNDER (B) ABOVE WHICH CAN 

BE SECURED WITHIN THE FORTHCOMING 30 DAYS AND THEREFORE 
PERMIT TERMINATING THE GUARD SERVICE ON SUCH UNITS. 

9. THE EMBASSY IS REQUESTED ADDITIONALLY TO UNDERTAKE 
AN IMMEDIATE PROGRAM TO NEGOTIATE WITH LANDLORDS OF 
PROPERTIES LACKING ADEQUATE SECURITY BARRIERS TO CAUSE 
THE LANDLORD TO MAKE SUCH IMPROVEMENTS UNDER THE CONDI- 
TIONS STATED IN PARA 6 ABOVE. ON THE BASIS OF THE OUTCOME 
OF SUCH NEGOTIATIONS, INDICATE NUMBER OF PROPERTIES ON 
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WHICH THE LEASES SHOULD BE TERMINATED FOR LACK OF SECURITY 
AND THE ESTIMATED COST OF TERMINATING THESE LEASES AND 
ENTERING INTO LEASES FOR SECURE ALTERNATIVE PROPERTIES. 

10. EXPEDITE, IF IT IS NOT ALREADY FORWARDED TO DEPARTMENT 
THE LIST OF ADDITIONAL LOCKING DEVICES NEEDED. 

11. IT IS OUR HOPE THAT. BY THESE MEASURES. ADEQUATE 
SECURITY WILL BE PROVIDED YOUR STAFF AND THEIR DEPENDENTS. 
INGERSOLL 
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